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JIMEE S X

® Python

® requests: B F A& HTTP K

® beautifulSoup: A T MM HTML F= XML

® scrapy: — A& KAREIESR
JavaScript

® axios: AT X HTTP # K

® cheerio: A FM# HTML

® puppeteer: J T A kil BHAME

® Java: Jsoup, HttpClient, Selenium

Ruby: Nokogiri, HTTParty, Watir

Go: colly, goquery, http
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HTML -2 /] k& M | 69 —Fr 355 . HTML 35 89 248 L ARARIT
5% : HyperText Markup Language, HTML <2 —# 44253,
A —APFFILIE S o ARILIE S A — BARILAR A (markup tag).
HTML 4% A ARtAF & kAN W HTML XA @27 HTML 45
BB IXAN B HTML AL A o HTML 2 —FF 45k 89

XML, EAE A5 4 R ik SAS 69 5 Fo R o A2 X EAREHAT T

it HTML AR 2500 A B89, o <p> Ao </p>. Fi—
AMFERTFATE, oM AR RIFE
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L HTML 5%

o <title>: & LS A% A9 AFA
* <body>: & A%H) IR
e <hl> 3| <h6>: = UArA
o <p>: EXHE
o <br>: & AT
° Ja>: ENEE
e Jimg>: ELAK
o <ul>: TARLFI .
o <ol>: LA K.
o <Zli>: & X3 &M
e Jimg>: A%
° la>: ENHEHE
o <td>: & SUAAMIIE
ET AR BINES AR

eIl 9/ 42



ERFNIR B
000800000000000000000000

HTML ID. B, £

EMAEE R E R LEABEPN LRGN T, RNEEZHIL
012 8, e RV E CHAFEFR L ENTA, B A R Fi7
WgE S, rbde <p style="color: red; font-size:
20px;">. £Fe ID AR S RREMFE, MO RANET, IDZ
—ag, mELTAE L,
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CSS itz

ATHIHTML A& 8 AtER. 2BFEEZTAETLEHY
element. id. class. attr F Rt R&F T L E., THREAEFRY

1R k£ CSS ¢ ah,
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/[ ARERE: ERRXRERFHTS

// X FEHE: ABMBWERNATE, XL m

.classname

// ID BEH: AWML K- ID MILE, D WA #
(P —7)

6 #uniqueld

1// BRHFE: BRI ATZE

g *

B ) PN)
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1// FER&EFEH: RETFANMAREERT %
Jdiv p
3// THBER: ABREXTEZNNABLEET T Z
4div > p
5// MABRL fHFER: ABMEFZLEETZTENRENLS T
=
R o
6hl + p
1// BRANFRER: BRETEFEFEENAARELF T
§hl ~ p
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1// ##HE: BRBENTREK S
2a:link

3a:visited

4a:hover

S5a:active
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L AIVES

/) EM R ERFENTTERETHLEN T X
p:first-child

p:last-child

p:nth-child (2)

p:nth-of-type (odd)

[ » BN NS N B =Y
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/1 E Ak
input:focus
p:empty

[ o B =Y
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(GBIE VR ES T

1// ::before 1 ::after: ELZAHNZEZWM A ZEHENNA

p::before
p::after

(GO O]
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B S

& [class™="prefix"]

HE B BEEE T E

ERBEMEL S EHENTE

{// GERKE®ESE: ®AAEH

4 [titlel

1/ $FREEHEB:

4 [type="text"]

§// &Rk E

6 [class~="example"]

1// FFRCEE E&FH: HRE
%o

9// HRTCEREMHLERH: EKHE
%o

10 [class$="suffix"]

11// B4 F&BEEEE: &R
*
R o

74 [class*="substring"]

ERBMW I E

B %

MU 4R 2 AT K

MENE MBS RS T

MERLEHEETEWTT

S HR
&R
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1// ®B FH class X
4p.example

3// HE A class A
£ div WEETLZE
4div > p.example

4// # B P H class N

£ nl TEkE

6hl + p.example
1// HEPTH class A

div # F &

§div p.example

"example"

"example"

3

"example"

"example"

#

Hy

TG

;;;]L;:,
%, S HEM

FiER
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CSS IRIELR D45

o XAA#MBEE: &, £, ID. i@

o WMAHBMBFER: B, F. AMAELE. BALP

o hERMJBFER: #iE. &M, i

o thiuEik#EE: before. after. first-line. first-letter

o BMMBER: A, FT. 089, FREE. &R L.
aeTE

o WABBER: WOHIHAESR

o AFFRILBBER, TUEREFRZAMS HTML T &
BATH A, Mm EILT A0 R @A By Feik it

FiER BEREHENMZESEAR
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XPath &7

XPath 2 —174& XML 45 & 343 86935 F . XPath A T4&
XML A% v 38 it 02 A B b 34T F4. XPath & dy W3C 41424
EEGARA, TR RAE XML A P 3 & o B e AT 807 o
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® //book LIS F FTA 89 <book> L&, mAEEEAIN
AL E

® /bookstore/book XA & K XL AFA T & <bookstore> T
& BT A <book> AL ZE .

® /bookstore/book[@category] it#F <bookstore> T iy A
category /& #) <book> A&,

FiER BEREHENMZESEAR
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® /bookstore/book[@category='cooking'] X /M ki X ik
# <bookstore> T category &4 % cooking #7 <book>

o //* BBFEIAF TR LFE

® /bookstore/book/title i&# <bookstore> T &4
<book> &y <title> FL%.
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® string-length(/bookstore/book/title) iX /& $ ik =
<title> TEF FHEHKE.

® sum(/bookstore/book/price) iXA~F # ik E <price> T
FALG & Ao

® contains(/bookstore/book/title, 'Cook') iX A& H &
& <title> THEZE L& F45 % Cook,
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® /bookstore/book/title L BHF A <title> T &,

e //title[@lang='en'] &£ 4FFFA lang BHAE A en &9
<title> T &,

® /bookstore/book[price>30.00] tiFFTH price XF
30.00 #) <book> %,

® /bookstore/book/title/text () LB A <title> TE
LA B

R BEREHENMZESEAR
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® /bookstore/book/title tiFFr A <title> L&,

e //title[@lang='en'] &£ 4FF7A lang BHEAEA en &9
<title> T %,

® /bookstore/book[price>30.00] t#EFfA price XF
30.00 # <book> &,

® /bookstore/book/title/text () L FFTAH <title> T E
LAW Ao

<bookstore>

<book category="cooking">
<title lang="en">Everyday Italian</title>
<author>Giada De Laurentiis</author>
<year>2005</year>
<price>30.00</price>

</book>

<book category="children">
<title lang="en">Harry Potter</title>
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//div[contains (@class, 'example-class')]/a/Qhref
//table/tr[1]/td[string-length(text()) > 0]

//div[starts-with(Q@id, 'item-')]/span/text()

TR
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N

O R4miEg: REERNRSHERGRAD, Al &HLE
£ HTML 2.&

@ BEFimiEd: T@EIZNAEHEHERE, ALKFEEL
ajax # 7 K EX
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W FF Iy ik
o HEI M MR, F3hHH Network F49 ajax #FK, &
POST K% 3| json £¥%
® i A Selenium EEEMAEZ W RAE, EHEMRF I EFICE
A5
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robot.txt

robots.txt & —ANAfE AP EAR B KT8 A, EEIFMEL
Jie sk AR B T T VAIRER, AR T R AR R

e User-agent: *: &N E A T A ek

e Disallow: /private/: kw251 )R %47 ] private B 3

® Allow: /public/: %A %7 public B &%

e Sitemap: http://www.example.com/sitemap.xml: % 7 Fj 3k

oA ) e ak

https://www.cloudflare.com/robots.txt

FiER BEREHENMZESEAR

eIl 30 / 42


https://www.cloudflare.com/robots.txt

© s

BEREHENMZESEAR




BAVEFZ 4

1.
2.
° 3.
4,

requests + beautifulsoup4
axios + cheerio

selenium

scrapy

ETHAMET, AA—H
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ITEM PIPELINES 8

REQUESTS |
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L RESPONSE o

ITEMS/REQUESTS
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Scrapy (/ skre pa /) is an application framework for crawling web
sites and extracting structured data which can be used for a wide
range of useful applications, like data mining, information
processing or historical archival.

Even though Scrapy was originally designed for web scraping, it
can also be used to extract data using APIs (such as Amazon
Associates Web Services) or as a general purpose web crawler.
HRAVAEZAT4E A 69 BeautifulSoup4, Ixml Z4k R Z#y 2 e &k iF 42
A% A 89 TE, d Scrapy W ZM R K GIER . Scrapy X T
k342 ) Django Z FJ&#, React . FaTs%, M A#HEle kM
rEET REFFT YT E

FiER BERZHENMZESEARR
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AEZR 69 LM L3E

® Scrapy Engine: 83 LA &2, =6 HIER;

e Schedule: #£%£FA%], AL requests;

® Downloader: FT# %, Bpd M 4% K% 5K,

e Spider: g &L %X, F £, MM responses, #iE items 5F;

® |tem Pipeline: & Spider A & ltem )&, fiZ A4 F A7 /5 4
IAHE, HlmBiE, dn NBIEE S

® Downloader middlewares: ¥ a4+ ;

e Spider middlewares: ¥ Ja]
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CAPTCHA
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Knowledge Discovery (KDD) Process

View from typical database systems
and data warehousing communities

- . Pattern Evaluatj
Data mining plays an essential role
in the knowledge discovery process  Patterns .-EH_[L

Data \Im)g/

Data Transformy
Data Warehouse 4Data Selection

Data Cleaning -
________ 1
é 4 Integration
Databases

Task-relevant Data

45
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requests:
https://requests.readthedocs.io/en/latest/

beautifulsoup4: https:
//beautifulsoup.readthedocs.io/zh-cn/v4.4.0/

selenium: https://www.selenium.dev/

scarpy: https://scrapy.org/

axios: https://github.com/axios/axios

cheerio: https://github.com/cheeriojs/cheerio
puppeteer: https://pptr.dev/

EasySpider:
https://github.com/NaiboWang/EasySpider

sast-2023-crawler: https://github.com/sast-summer-
training-2023/sast2023-crawler (Kaiming, Liu)
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